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Introduction:

With the proliferation of internet applications and services, human life has become different from what
it was before, as the speed and ease of information exchange have increased, alongside the potential
number of parties that can exchange information. This also means that the concept of security is no
longer limited to the computer that retains the original information but has extended to the security of
digital information. Moreover, information security no longer applies only to access to it, but also to
what the user can do with that information. Encryption is no longer sufficient, as the user can easily or
unintentionally transfer unencrypted information to users who are not authorized to access and view it.
Therefore, there is an increasing need for information not only to have mechanisms to control access,
but also to determine mechanisms to control how users use the information (Calzada, 2021). Rights and
digital management are interconnected in several ways. Digital management refers to the process of
managing digital assets, such as data, information, software, and devices. As such, it involves issues
related to access to these assets and control over them and their ownership and protection (Mahlmann,
2023). On the other hand, rights refer to the legal and moral rights enjoyed by individuals, or groups for
certain actions, resources, or results. In the digital context, rights may refer to a wide range of issues,
including intellectual property rights, privacy rights, freedom of expression, and access to information
(Gaber et al, 2020; Umeh, 2020). Digital management must take these rights into account when
managing digital assets. For example, a company that manages customer data must respect the privacy
rights of these customers and ensure the protection of data from unauthorized access or use. In digital
asset management, companies must prioritize adherence to intellectual property rights. This involves
securing proper licenses or permissions for copyrighted materials used in digital products or services
(Calzada et al, 2023). Compliance ensures legal standing, contributing to ethical use and preservation of
intellectual property in the digital domain. In addition, the issue of access to digital resources is closely
linked to rights. Digital management must ensure access to digital resources for all individuals,
regardless of their background or ability (Kishor, 2021). This includes ensuring that digital content is
designed in a way that individuals with disabilities can access it. Also, digital management and rights
are closely linked, and digital managers must consider various rights issues when managing digital assets
(Umeh, 2020). By doing so, they can ensure that their digital products and services are legally compliant,
ethically responsible, and accessible to all individuals.

With the increasing initiatives of digital transformation, it has become important to have means and
systems that work to protect digital content, preserve the intellectual rights of authors and researchers,
and re-engineer processes related to this information to ensure its proper use. Therefore, Digital Rights
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Management (DRM) works to solve this problem by employing modern technologies that manage this
content legally without reducing the effectiveness and efficiency of the processes relied upon.

The goal of these technologies is to provide a mechanism for the complete lifecycle of content
management, focusing on aspects that deal with the management of informational rights and control of
use. Many digital service providers sell their digital content over the internet without sufficient
protection and serious management of digital rights. lllegitimate copying, modification, and distribution
of digital content hinder expansion, development, and innovation. To safeguard intellectual property,
there's a pressing need for technologies ensuring effective digital rights management, preventing
unauthorized access, and regulating content usage (Nieminen, 2024). By looking at the specifications of
digital rights management, DRM systems should provide successful tools and means to ensure
permanent protection of content against unauthorized access to content and allow access only to
authorized users. Despite extensive exploration by both researchers and practitioners, the current state
and extent of pertinent technological developments in this field still lack clarity. Therefore, the method
of a systematic mapping study is one of the strong ways to get a general and comprehensive look at the
developments taking place in a specific research topic, to provide an unbiased evaluation of current
studies, clarify knowledge gaps, and gather evidence for future research directions (Sharma & Aggarwal,
2024).

Keyword: Digital right, Management, Digital right ,Management ,technologies ,Intellectual Property
Protection, Copyright ,Protection.
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1.1. Study Objectives

The purpose of this study is to classify and map all the research and topics available in the published
intellectual production that identify related trends in the literature directly linked to the technologies
responsible for managing digital rights and documents in various sectors. A Systematic Mapping Study
(SMS) will provide an overview of research areas, research methods, research topics, and modern
technologies in managing these digital documents used, research topics, and their results. The detailed
objectives of the study can be identified as follows:

e Understand the current research topics related to the technologies and systems associated with digital
content management.

e Come out with organized knowledge about the challenges and obstacles facing DRM technologies.

e Identify the knowledge gaps in the field of digital content management that need to be addressed in
future studies.

e |dentify the most prominent modern technologies that support the management of digital content in
all its forms and types during recent years.

2. Previous Studies

Several recent studies have shed light on the intricate landscape of digital intellectual property rights
and the evolving mechanisms to safeguard them. Topornin et al (2023) conducted a descriptive
analytical study aimed at elucidating the legislative and procedural frameworks governing author's rights
and the preservation of digital intellectual property accessible through the Internet. Their findings
underscored the Algerian legislator's efforts to adapt to modern technological advancements,
particularly in the digital realm, to safeguard authors' rights online. Among the study's recommendations
was a call for further exploration into optimal technologies and strategies for protecting digital content
while upholding principles of information accessibility and fair use. Similarly, Calzada et al (2023)
delved into the realm of Digital Rights Management (DRM) systems, which serve to thwart illicit
reproduction and distribution of digital content, thus safeguarding the rights of content owners.
However, they highlighted the potential privacy concerns posed by conventional DRM systems. Their
study proposed a novel approach to managing digital rights, emphasizing privacy preservation for
consumers while ensuring authorized access to digital content, without reliance on third-party
intermediaries. They advocated for research into Blockchain technology as a foundational tool for
enhancing privacy in digital content management. Building on these insights, Gaffar & Albarashdi
(2024) investigated the intricacies of copyright laws and enforcement mechanisms, particularly in
jurisdictions like Nigeria and India. Their study examined the delicate balance between authors' rights
and public interests, emphasizing the need for comprehensive enforcement of copyright laws. They
recommended amendments to existing legislation to align with international standards set by
organizations like the World Intellectual Property Organization and the World Trade Organization.
Furthermore, they proposed the establishment of regional and international copyright courts to address
cross-border infringements effectively. In a related vein, Kim et al (2022) tackled the issue of digital
piracy and monopolistic practices within digital content markets. Their study proposed a transformative
approach to digital content service, leveraging Blockchain technology to create a decentralized
ecosystem termed Smart Digital Content (SPDC). This model aimed to empower content creators and
users by offering enhanced security, accessibility, and flexibility in content distribution. Their
recommendations included further research into reducing overhead costs associated with the proposed
method and experimental evaluations to assess its efficacy in protecting intellectual rights on digital
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content. Collectively, these studies contribute to the ongoing discourse on intellectual property
protection in the digital age, highlighting the importance of technological innovation and legislative
reform to safeguard creators' rights while fostering equitable access to digital content.

3. Overview of the most prominent modern technologies in Digital Rights Management

Digital Rights Management (DRM) refers to the technologies and methods used to manage and protect
digital content from unauthorized use, distribution, and piracy. The most common DRM technologies
today include encryption, watermarking, and access control. Encryption is defined as a process of
converting digital content into a code that can only be read by authorized individuals or devices (Chen
et al, 2024). It involves using a set of algorithms to scramble digital content so that it can only be
accessed by authorized users using the appropriate decryption key (Chen et al, 2024). Encryption is
often used to protect sensitive information such as financial data, personal information, and intellectual
property. In Digital Rights Management, encryption is used to prevent unauthorized access and copying
of digital content (Nieminen, 2024). Although it is a very effective method for protecting content, it can
also be computationally intensive and may require significant processing power and storage capacity
(Truong et al, 2023).

On the other hand, watermarking is another important technology. It involves embedding a unique
identifier in digital content, which can be used to track the content and identify the source of any
unauthorized copies (Calzada et al, 2023; Sharma & Aggarwal, 2024). There are two main types of
watermarks: visible or invisible, and they can be added to different types of digital content such as
images, video clips, and audio files. Watermarking is often used to deter piracy and track the distribution
of digital content. Digital watermarks resemble traditional watermarks, but they are embedded in digital
content in a way that is invisible to the human eye (Gaber et al, 2020; Nieminen, 2024). This technology
can be used to embed information about the copyright owner, creation date, and other metadata in digital
content (Prabowo et al, 2021). This information can be used to track the distribution of digital content
and detect unauthorized copies.

Access control is another technology used in DRM. It uses things like digital certificates and secure keys
to ensure that only authorized users can access and use protected content (Umeh, 2020). Digital
certificates are electronic documents that verify the identity of the user or device trying to access the
content. On the other hand, secure keys are encryption keys used to decrypt protected content (Umeh,
2020). Access control technologies are often used alongside encryption to provide an additional layer of
protection. In addition to these basic DRM technologies, many DRM systems also use a variety of other
technologies to make it difficult for hackers and intruders to bypass the protection. For example,
obfuscation technologies can be used to hide encryption keys or other sensitive information used by the
DRM system. Obfuscation is a technique used to make digital content difficult to understand or modify
(Schloegel et al, 2022). It can include code obfuscation, which involves modifying the source code of a
program to make it more difficult to understand, and data obfuscation, which involves modifying the
data structure to make it more difficult to interpret. Obfuscation is often used in DRM to prevent reverse
engineering and modification of programs. Anti-tampering measures can be used to detect and prevent
attempts to modify protected content or the DRM system itself.

There are many new and emerging technologies being developed to improve Digital Rights Management
(DRM) and better protect digital content from piracy and unauthorized use. Blockchain is one of the
most promising new technologies, a distributed ledger technology that allows for secure and transparent
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record-keeping. Using Blockchain, DRM systems can create a decentralized network that provides a
greater degree of transparency and accountability, making it difficult for intruders and pirates to bypass
the protection (Gaber et al, 2020; Lee et al, 2021). In addition, there is another new technology being
developed for digital rights management, which is Artificial Intelligence (Al). Al can be used to analyze
large amounts of data and detect patterns and anomalies that may indicate unauthorized use or piracy
(Kumar et al, 2023). Using Al-powered DRM systems, content creators and publishers can better
monitor their content and quickly identify any instances of piracy or unauthorized use and respond to
them (Prabowo et al, 2021). In addition to Blockchain and Al, there are also many other emerging
technologies such as cloud computing, augmented reality, and the Internet of Things, all of which have
the potential to transform the landscape of digital rights management in the future. These technologies
can be used to create more secure and efficient DRM systems, as well as create new revenue sources for
content creators and publishers (Truong et al, 2023). It will be interesting to see how these emerging
technologies are adopted and integrated into current DRM systems in the coming years. In general, DRM
is a complex and multifaceted technology that requires careful study and planning to implement
effectively. While DRM can be very effective in protecting digital content, it can also be controversial
due to concerns about its impact on user privacy and the potential for misuse by content owners (Gaber
et al, 2020).

4. Methodology

To achieve the study’s objectives, the content analysis method was adopted using the Systematic
Mapping Study approach. This type is defined as a process of identifying, classifying, and analyzing
existing literature related to a specific research topic. The aim of the systematic mapping study is to get
a comprehensive overview of the research topic, provide an unbiased evaluation of the current literature,
identify research gaps, and gather evidence for future research directions. Kitchenham (2004) suggests
that the search for primary studies generally starts using an electronic database. The studies presented
here include journals and conference papers published and indexed from 2021 to 2023 about Digital
Rights Management technologies. Figure (1) illustrates the procedure of the mapping study as follows:

full text

ELegend O D
! SutBd  MamSe  Sbap  Fox |

Figure 1: lllustrates the steps of conducting a systematic mapping study (Kitchenham, 2004)

4.1. Defining the research questions
In this step, the research questions that our study aims to answer were identified, which are as follows:
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What are the current research topics in the field of Digital Rights Management technologies?
What are the challenges facing Digital Rights Management technologies?

What are the knowledge gaps that need to be addressed in future studies?

What are the most prominent technologies in Digital Rights Management in recent years?

el A

Conducting the search A Systematic Mapping Study (SMS) is a broad overview of the main studies in
a specific subject area and aims to identify the available evidence on this topic (Lin et al, 2022; Watson
et al, 2022). SMS provides a category-based structure for classifying published research reports and
results. SMS is also referred to as secondary research because it maps primary studies on specific topics
(Adila, 2024). This indicates that SMS can be said to be a method of getting an overview of the research
field (Kitchenham, 2004). The purpose of the SMS is to identify the quantities, topics, and results of the
research and to know the directions of publishing. The scope of the study presented here covers Digital
Rights Management technologies. The procedure for the mapping study follows these guidelines (Lin
et al, 2022; Watson et al, 2022), and mapping practices implemented by both (Lomer & Mittelmeier,
2023).

A comprehensive search was conducted in the bibliographic database Google Scholar. This database
will be relied upon because it is the most widespread and specialized in the field of scientific publishing
in foreign content. It also distinguished itself as the most cited by specialists and researchers in their
studies. The researcher’s focus was on including high-quality papers published in conferences, journals,
workshops, seminars, and books only. The search was conducted during the last three years between
2021 and 2023 in order to examine the trends of new studies and to what extent the research has reached
in this field.

Also, the search was conducted using the English language. A set of different keywords from 3
categories will also be used. The first category included keywords related to Digital Rights Management,
including Intellectual Property Protection, Copyright Protection, Digital Right Management, and
Technologies. As for the second category, it is related to modern technologies, which was represented
by the keyword. As for the third category, it will focus on studying the correlation and relationship
between these technologies and Digital Rights Management, where it includes the following words:
Relation with.

4.2.Examining Relevant Papers

To examine the search results for papers relevant to the study questions, we followed the search criteria
specified in Table (1). Papers that were not relevant based on their titles were excluded. If the title was
unclear, the paper’s abstract was reviewed. Furthermore, papers that used languages other than Arabic
and English, those that did not have a full text available, and duplicate copies were excluded.

4.3.Data Extraction and Mapping

This process was carried out to collect the information needed to address the research questions of this
study. Therefore, the researcher designed review criteria that contain six elements for reviewing the
papers, as shown in Table (1). The review criteria were tested on a sample of five papers and then applied
to the rest of the papers for data extraction.
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Standards Description

The address Paper title

Author Authors’ names

Date of publication Specific year of publication

The language The language used by the study

Paper type Conference, Journal, Book chapter or
working paper

Availability Available in the full version

Summary Overview of the paper

Table 1: Show the criteria for extracting studies.

4.4.Study Testing

Inclusion and exclusion criteria are used to select the papers that will be analyzed in the mapping study.
To accomplish this step, we followed the sorting approach described by (Yli-Huumo et al, 2016), and
the specified inclusion/exclusion criteria.

4.4.1. Inclusion Criteria

To consider including studies, the research being evaluated must come from an academic source, such
as a journal, conference, or books, and it must clearly show that its contribution focuses on applying
DRM technologies. Studies can be accessed electronically. The paper title includes “DRM
technologies”.

4.4.2. Exclusion Criteria

For those studies that passed the inclusion criteria, the “focus on technologies” criterion was applied to
reduce the studies to those that were directly considered compatible with the study’s focus. The
exclusion criteria were applied to the titles, keywords,
abstracts, and full text.

Exclusion criteria | Inclusion criteria

studies cannot be
accessed in full
text

year 2021 to 2023

procedures in Figure (2).

The Reality of Digital Rights Management Technologies: A Systematic Mapping Study

Studies that are not | Studies available
in English in full text Table 2: Shows the inclusion and exclusion criteria.
Studies outside the | Studies in English The inclusion and exclusion criteria in Table (2) were
field of study applied through manual review of the paper contents
Non-  academic | Studies conducted | starting from reading the title and abstract and selecting all
studies in the specific field publications that were not related to Digital Rights
of study (by title- | Management technologies. Preliminary 205 studies were
abstract) identified, then 181 studies were produced based on the
Unavailable Studies during the | inclusion and exclusion criteria represented in Table (2).

Also, out of 181 studies, 92 studies were selected based on
the full text that presents the publications in the field of
study. The study selection process is shown based on the
PRISMA model, which illustrates the flow of data and

29
Mujalled




A IJSSP EWN RCHIRUIE R R R PRVP-TBN |

2024 - ,LT -15 (136 -22:00) QWI Camedl — JUI duall — (g ually ul gl Wl

www.ijssp.com ISSN: 2707-5184 International Journal of Scientific Studies Publishing

4.5.Data Flow and Procedures Model

Data Flow Model and Procedures

+ One duplicate study was

xeluded.

Identify studies from the
databasc.

Google Scholar

Selection

=205 studies

for studies = 181
+ There are 44 studies that

are not available in the full
version

% Preview Titles and Abstracts

Studies included
92 studies

Figure 2: Illustrates the data flow and procedures (PRISMA)

5. Discusses
What are the current research topics in the field of Digital Rights Management technologies?

One of the current trends in Digital Rights Management technologies is the use of several technologies
over the past three years. From the results, we find that there are technologies that have been researched
and tested for their interaction and application in several fields. An example of these technologies is the
Blockchain technology for Digital Rights Management. DRM systems based on Blockchain provide
several advantages, including decentralized control, transparency, and stability. In addition, they enable
content owners to track and manage the distribution of their digital content in a safe and efficient manner
(Garba et al, 2021; Kobilov et al, 2022).

In addition, there are studies that pointed to a group of general technologies represented in big data, data
mining, cloud computing, and many more, which play an important role in Digital Rights Management.
The use of machine learning and artificial intelligence (Al) can help detect and prevent unauthorized
sharing of digital content. Machine learning algorithms can analyze patterns in user behavior to identify
potential copyright violations, while Al-supported content recognition systems can automatically detect
copyright-protected materials in video clips and other digital content (Kumar et al, 2023). In addition,
peer-to-peer DRM platforms have become increasingly popular, as they provide scalability, flexibility,
and cost-effectiveness (Kim et al, 2022). Cloud-based DRM solutions can protect digital content across
multiple platforms and devices, also can be easily integrated with other systems and applications.
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What are the challenges facing Digital Rights Management technologies?

The technologies used for Digital Rights Management (DRM) face several challenges. Through the
analysis of the studies that discussed this field, they were summarized in the following points
(Ebrahimpour & Babaie, 2024; Wu et al, 2022):

Compatibility: It may be difficult to implement Digital Rights Management technologies across
multiple devices and platforms, which may limit their effectiveness in controlling access to and use of
digital content.

Security vulnerabilities: Digital Rights Management technologies are vulnerable to hacking and other
security threats, which can expose the privacy and security of protected content to risk.

Complexity: Digital Rights Management technologies can be complex and difficult to use, especially
for small content creators and distributors who may lack the resources needed to effectively implement
these technologies.

Legal challenges: Disaster risk management technologies have faced legal challenges, particularly in
relation to their impact on fair use and other consumer rights. Critics argue that Digital Rights
Management can limit the ability to legally use digital content, such as making copies for backup
purposes or using excerpts for educational or critical purposes.

Consumer Resistance: Some consumers resist Digital Rights Management technologies, considering
them overly restrictive and inconvenient. This can lead to a violent reaction against content protected
by a Digital Rights Management system and a preference for freely available or easily shareable content.

Lack of Standardization: There is a lack of standardization in Digital Rights Management
technologies, which can lead to confusion and inconsistency in how to protect and access digital content
across different platforms and devices.

Cost: Digital Rights Management technologies can be costly to implement, especially for small content
creators and distributors who may lack the necessary resources to invest in these technologies.

Privacy Concerns: Some Digital Rights Management technologies collect and transmit user data,
which may raise privacy concerns. For example, some Digital Rights Management systems may track
user behavior or preferences, which can be used for targeted advertising or other purposes.

The technologies used in Digital Rights Management face many of the same challenges that Digital
Rights Management itself faces, including compatibility, security, legal issues, and consumer-related
issues. As the digital content market continues to evolve, it will be important for Digital Rights
Management technologies to adapt to these challenges in order to effectively protect digital content and
ensure fair compensation for creators for their work.

What are the knowledge gaps that need to be addressed in future studies?

There are several knowledge gaps in Digital Rights Management (DRM) technologies that need to be
addressed in future studies. The results of the analysis of 12 studies where these trends were discussed
showed that there are modern technologies that research seeks to study deeply and apply in all types of
DR to address some challenges in this field, examples of which are Blockchain technology, Al
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technologies, machine learning, big data technology, and data mining methods. DRM technologies have
been developed to protect the intellectual property rights of digital content creators and publishers
(Ebrahimpour & Babaie, 2024). However, there are still many knowledge gaps that need to be addressed
in future studies of DRM technologies. There is a need to explore the effectiveness of these technologies
in preventing piracy and unauthorized access to digital content. This includes examining vulnerabilities
in current Digital Rights Management systems and identifying ways to improve their security
(Gebremichael et al, 2020). On the other hand, there is a need to investigate the impact of DRM
technologies on user behavior and attitudes towards digital content. This includes understanding the
factors that affect users’ willingness to pay for content and the extent to which DRM restrictions affect
their consumption patterns. In addition, the ethical and legal implications of DRM technologies should
be revealed, especially in relation to privacy, freedom of expression, and fair use. This includes
examining the compatibility of DRM systems with current copyright laws and evaluating their potential
impact on user rights and freedoms (Gebremichael et al, 2020; Karandas, 2023). Addressing these
knowledge gaps will be crucial in developing more effective and user-friendly DRM technologies that
balance the interests of content creators and users.

What are the most prominent technologies in Digital Rights Management in recent years?

Over the past three years, there have been several developments in DRM technologies. The studies that
have been analyzed have shown that one of the most prominent developments is the increasing use of
Blockchain technology to provide secure and decentralized DRM solutions. DRM systems based on
Blockchain offer several advantages, including increased transparency and accountability, as well as
improved tamper and piracy resistance (Garba et al, 2021). Another significant trend is the integration
of Artificial Intelligence (Al) and Machine Learning (ML) into DRM systems, which allows for more
complex content protection and user identification technologies (Harahap et al, 2021; Zhang et al, 2022).
For example, Al and ML algorithms can be used to detect and prevent unauthorized content sharing and
identify suspicious user behavior (Kumar et al, 2023). In addition, there has been an increasing focus on
developing DRM solutions that are easier to use and adaptable to different types of content and
distribution models. This includes the use of more flexible licensing models, such as subscription-based
and pay-per-view models, in DRM systems and services based on peer-to-peer networks. In addition,
the latest developments in Digital Rights Management technologies aim to provide more secure,
effective, and user-friendly solutions to protect digital content and intellectual property rights. A
diagram was made to highlight these technologies, as shown in Figure (3).
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Figure 3: Shows the classification diagram for Digital Rights Management
The previous classification diagram, represented in Figure (3), highlights the most specialized
technologies in managing digital documents, where it was based on the following three main axes:
current trends in Digital Rights Management technologies, the challenges facing these technologies, and
the future trends in the same field during the last three years from 2021 to 2023.

6. Conclusion

This study provided a comprehensive and systematic survey of the literature related to the technologies
used in Digital Rights Management. The results of the research questions gave a comprehensive
understanding of the reality of these technologies from several aspects, including current trends, the
challenges facing these technologies, and future trends over the last three years. In addition, it was
possible to reach a classification diagram for the most prominent technologies used in the field of DRM,
which in turn work to protect digital content from unauthorized access, copying, and distribution.

From the above, several recommendations can be made as follows:
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1. Work on improving interoperability: As previously mentioned, DRM technologies can sometimes
create compatibility problems, especially when using different systems to access the same content.
Future work can focus on developing more interoperable DRM systems that reduce these problems
and allow users to access content across multiple platforms and devices.

2. Improve user control by developing more flexible licensing models that allow users to share content
with friends or family members or provide more options for backing up content or transferring it
between devices.

3. Work on exploring ethical considerations related to user privacy and freedom of expression and
develop DRM systems that achieve a suitable balance between protecting the rights of content
creators and respecting user privacy and freedom of expression.

4. With the continued emergence of new technologies such as Blockchain and decentralized storage
systems, there may be opportunities to develop new DRM systems that benefit from these
technologies to provide a greater degree of security, flexibility, and user control over protected
content.

5. Future studies in DRM should aim to address knowledge gaps in order to develop more effective,
secure, and user-friendly DRM technologies that respect user privacy and comply with legal and
regulatory requirements.

7. References:

Adila, W. (2024). Mapping The Evolution of Good Governance: A Literature Review
Perspective. Politeia: Journal of Public Administration and Political Science and International
Relations, 2(1), 1-11.

Calzada, I., Pérez-Batlle, M., & Batlle-Montserrat, J. (2023). People-centered smart cities: An

exploratory action research on the cities’ coalition for digital rights. Journal of Urban Affairs, 45(9),
1537-1562.

Calzada, Igor. (2021). Digital Rights. 10.13140/RG.2.2.32183.04005.
Chen, M. T., Chang, Y. Y., & Wu, T. J. (2024). Digital Copyright Management Mechanism Based on
Dynamic Encryption for Multiplatform Browsers. International Journal on Semantic Web and

Information Systems (IJSWIS), 20(1), 1-22.

Ebrahimpour, E., & Babaie, S. (2024). Authentication in Internet of Things, protocols, attacks, and open
issues: a systematic literature review. International Journal of Information Security, 1-20.

Gaber, Tarek & Ahmed, Ali & Mostafa, Amira. (2020). PrivDRM: A Privacy-preserving Secure Digital
Right Management System. 481-486. 10.1145/3383219.3383289.

Gaffar, H., & Albarashdi, S. (2024). Copyright Protection for Al-Generated Works: Exploring
Originality and Ownership in a Digital Landscape. Asian Journal of International Law, 1-24.

34
The Reality of Digital Rights Management Technologies: A Systematic Mapping Study Mujalled




A IJSSP EWN RCHIRUIE R R R PRVP-TBN |

2024 - ,LT -15 (136 -22:00) QWI Camedl — JUI duall — (g ually ul gl Wl

www.ijssp.com ISSN: 2707-5184 International Journal of Scientific Studies Publishing

Garba, A., Dwivedi, A. D., Kamal, M., Srivastava, G., Tarig, M., Hasan, M. A., & Chen, Z. (2021). A
digital rights management system based on a scalable blockchain. Peer-to-Peer Networking and
Applications, 14, 2665-2680.

Gebremichael, Teklay & Ledwaba, Lehlogonolo & Eldefrawy, Mohamed & Hancke, Gerhard & Pereira,
Nuno & Gidlund, Mikael & Akerberg, Johan. (2020). Security and Privacy in the Industrial Internet of
Things:  Current  Standards and  Future  Challenges. IEEE  Access. PP.  1-1.
10.1109/ACCESS.2020.3016937.

Harahap, M. K., & Khairina, N. (2021). Copyright Protection of Scientific Works using Digital
Watermarking by Embedding DOI QR Code. Journal of Computer Networks, Architecture and High-
Performance Computing, 3(2), 234-240.

Karandas, M. (2023). Digital rights in the civil legislation of Ukraine. Uzhhorod National University
Herald. Series: Law. 1. 173-180. 10.24144/2307-3322.2022.75.1.28.

Kim, B. C,, Park, S. E., & Straub, D. W. (2022). Pay-what-you-want pricing in the digital product
marketplace: A feasible alternative to piracy prevention?. Information Systems Research, 33(3), 784-
793.

Kishor, T. M.(2021). Digital Right Management: A Way to Control Piracy.

Kitchenham, B. (2004). Procedures for Performing Systematic Reviews. Keele: Keele University.
Kobilov, A. U., Khashimova, D. P., Mannanova, S. G., & Abdulakhatov, M. M. O. (2022). Modern
content and concept of digital economy. International Journal of Multicultural and Multireligious
Understanding, 9(2), 375-378.

Kumar, S., Lim, W. M., Sivarajah, U., & Kaur, J. (2023). Artificial intelligence and blockchain
integration in business: trends from a bibliometric-content analysis. Information Systems Frontiers,

25(2), 871-896.

Lee, Nam-Yong & Yang, Jinhong & Kim, Chul-Soo. (2021). Blockchain-Based Smart Propertization of
Digital Content for Intellectual Rights Protection. Electronics. 10. 1387. 10.3390/electronics10121387.

Lin, B., Cassee, N., Serebrenik, A., Bavota, G., Novielli, N., & Lanza, M. (2022). Opinion mining for
software development: a systematic literature review. ACM Transactions on Software Engineering and
Methodology (TOSEM), 31(3), 1-41.

Lomer, S., & Mittelmeier, J. (2023). Mapping the research on pedagogies with international students in
the UK: A systematic literature review. Teaching in Higher Education, 28(6), 1243-1263.

Mahlmann, Matthias. (2023). 1 - The Concept of Human Rights. 10.1017/9781316875520.003.

35
The Reality of Digital Rights Management Technologies: A Systematic Mapping Study Mujalled




@IJSSP dadall Oluwlyl! 4d) dd gl Aol

2024 - ,LT -15 (136 -22:00) QWI Camedl — JUI duall — (g ually ul gl Wl

www.ijssp.com ISSN: 2707-5184 International Journal of Scientific Studies Publishing

Nieminen, H. (2024). Why We Need Epistemic Rights. In Epistemic Rights in the Era of Digital
Disruption (pp. 11-28). Cham: Springer International Publishing.

Prabowo, Y. D., Kristijantoro, A. I., Warnars, H. L. H. S., & Budiharto, W. I. D. O. D. O. (2021).
Systematic literature review on abstractive text summarization using kitchenham method. ICIC Express
Letters, Part B: Applications, 12(11), 1075-1080.

Schloegel, M., Blazytko, T., Contag, M., Aschermann, C., Basler, J., Holz, T., & Abbasi, A. (2022).
Loki: Hardening code obfuscation against automated attacks. In 31st USENIX Security Symposium
(USENIX Security 22) (pp. 3055-3073).

Sharma, 1., & Aggarwal, A. (2024). Digital Footprints and the Battle for Data Sovereignty: Digital
Privacy, Security, and Ownership. In Driving Decentralization and Disruption with Digital
Technologies (pp. 74-83). IGI Global.

Topornin, N., Pyatkina, D., & Bokov, Y. (2023). RETRACTED: Government regulation of the Internet
as instrument of digital protectionism in case of developing countries. Journal of Information
Science, 49(3), 595-608.

Truong, V. T,, Le, L., & Niyato, D. (2023). Blockchain meets metaverse and digital asset management:
A comprehensive survey. leee Access, 11, 26258-26288.

Umeh, S. O. (2020). Digital Rights Management and Access to Copyrightable Works in Nigeria:
Lessons from India. IRLJ, 2, 158.

Watson, C., Cooper, N., Palacio, D. N., Moran, K., & Poshyvanyk, D. (2022). A systematic literature
review on the use of deep learning in software engineering research. ACM Transactions on Software
Engineering and Methodology (TOSEM), 31(2), 1-58.

Wu, Y., Sun, H., Sun, H., & Xie, C. (2022). Impact of public environmental concerns on the digital
transformation of heavily polluting enterprises. International Journal of Environmental Research and
Public Health, 20(1), 203.

Yli-Huumo, J., Ko, D., Choi, S., Park, S., & Smolander, K. (2016). Where is current research on
blockchain technology? a systematic review. PloS one, 11(10), e0163477.

Zhang, T., Shi, Z. Z., Shi, Y. R., & Chen, N. J. (2022). Enterprise digital transformation and production
efficiency: Mechanism analysis and empirical research. Economic research-Ekonomska
istrazivanja, 35(1), 2781-2792.

36
The Reality of Digital Rights Management Technologies: A Systematic Mapping Study Mujalled




